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Cryptocurrency Network Analysis

● Natkamon Tovanich, Célestin Coquidé, Rémy Cazabet. Cryptocurrency Network Analysis. In: 
Encyclopedia of Social Network Analysis and Mining (3rd ed.), Springer. (Forthcoming)
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Micro-Level Analysis

The Topology of DeFi Transactions

● Natkamon Tovanich, Célestin Coquidé, Rémy Cazabet. Decoding Decentralized Finance 
Transactions through Ego Network Motif Mining. The 13th International Conference on Complex 
Networks and their Applications, Dec 2024, Istanbul, Türkiye.

● Célestin Coquidé, Alessio Brini, Natkamon Tovanich. Graphlet-based Decentralized Finance 
Transaction Method Classification. The 15th International Conference on Complex Networks and their 
Applications, Dec 2026, Granada, Spain. (Forthcoming)
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Fingerprinting On-Chain Entities
Behavioral Profiling via Motifs: By counting and normalizing structural signatures across transactions, we can 
cluster entities by behavioral identity, such as liquidity providers, DEX traders, and off-chain exchanges.
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Directed Graphlets and Structural Positions

40 patterns on 2-4 nodes

Node numbers identify structural roles.
A transaction can participate
in several overlapping graphlets.

Sarajlić et al. (2016), Fig. 1a–b (excerpts). doi:10.1038/srep35098
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Method-specific Graphlet Signatures
By applying SHapley Additive exPlanation (SHAP) and aggregating contribution at the graphlet 
level, we can extract human-interpretable structural rules that drive the model’s predictions

G0 (simple transfer) contribute across all 
top 10 methods and dominates Transfer.

Swap and Execute use larger patterns, 
i.e., G6, G9, G12, G13, G18 and G19.
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Meso-Level Analysis

Cryptocurrency Money Flows

● Natkamon Tovanich, Rémy Cazabet. Fingerprinting Bitcoin Entities Using Money Flow 
Representation Learning. Applied Network Science, 2023, 8 (1), pp.1–22

● Natkamon Tovanich, Célestin Coquidé. Tracing Money Flows in the Multi-Token Cryptocurrency 
Network. The 15th International Conference on Complex Networks and their Applications, Dec 2026, 
Granada, Spain. (Forthcoming)



22



23



24

Taint Flow Form Distinct, Classificable Clusters
By projecting 256-dimensional fingerprints into 2D space using t-SNE, we can visualize the separation between 
entities. The results show that taint flows are a valid basis for recognizing and classifying actors. 

Mining Pools Ransomware Families WalletExplorer Entities

Classification accuracy 96%
Clear separation between pools. 
Within-pool shifts reflect changes

in payout flows over time.

Classification accuracy 70%
More overlap, but distinct clusters are 

still visible for major families.

Classification accuracy: 63%
Highly complex, but flows from the 
same entity (shape) and entity type 

(color) tend to be closer

Key Insight: High accuracy is achieved using very short path lengths. Tracking flows just 2-3 steps from the 
source is often sufficient to identify the entity, implying that near-neighbor interactions are most characteristic.



Tovanich & Coquidé · Tracing money flows in the multi-token cryptocurrency network

Following value across DeFi is hard

New tokens, new protocols
Smart-contract chains let anyone issue tokens and 
build trading, lending and liquidity protocols.

Complex trading strategies
Flash loans, MEV and arbitrage combine several 
protocols and assets in one go.

Account graphs fall short
Accounts as nodes hide which token moved, in 
which transaction, and when.

Where does a borrowed asset go?

USDC Borrowed from Aave

USDT Swapped

aEthUSDT Supplied to Aave

USDT Withdrawn

USDC Swapped back, then repaid

Example pattern from our Aave case study
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Tovanich & Coquidé · Tracing money flows in the multi-token cryptocurrency network

A Transaction-Aware Multi-Token Graph

Node  v = (tx, a, τ)  — transaction hash, account, asset. One account is split across transactions and assets, keeping 
time and token information.

Transaction h

(tx, Ego, USDC)

ego sends USDC

(tx, Pool, USDC)

pool receives USDC

(tx, Pool, WETH)

pool sends WETH

(tx, Ego, WETH)

ego receives WETH

transfer swap transfer

Transfer edges

Observed token movement, including 
mints and burns.

Swap edges

Inferred conversion at a counterparty 
(never the ego): it receives one asset 
and sends another.

Teleport edges

Fallback link between related token 
operations when no transfer or swap 
path exists. Lower confidence.
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Tovanich & Coquidé · Tracing money flows in the multi-token cryptocurrency network

Linking Inter-Transactions with a LIFO Cutoff

Receipt · tx 1

+100 USDC

Spend · tx 2

−30 USDC
Spend · tx 3

−50 USDC
Spend · tx 4

−40 USDC
Spend · tx 5

−20 USDC

30 + 50 + 40 = 120 ≥ 100  →  cutoff reached beyond cutoff: no edge

later transactionsIllustrative amounts

Net change per node
Δ > 0 is a receipt, Δ < 0 an 
expenditure. Mints and burns are 
excluded.

Cutoff rule
A receipt links to the earliest later 
expenditures until their sum covers it.

Assumption
Recent funds are spent first: an 
approximation, not proof of 
attribution.
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Macro-Level Analysis

Multi-Layer Cryptocurrency Network

● Célestin Coquidé, Rémy Cazabet, Natkamon Tovanich. Analysis of Ego Multi-Token Transfer 
Networks: A Multilayer Approach. Applied Network Science, 2025, 10 (1), pp.37.

● Célestin Coquidé, Rémy Cazabet, Natkamon Tovanich. Inside Alameda Research: A Multi-Token 
Network Analysis. The 13th International Conference on Complex Networks and their Applications, Dec 
2024, Istanbul, Türkiye.
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Backbone Network
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Node-link diagram represents the backbone network aggregated by 
account groups. The largest strongly connected component keeps about 
5% of the backbone nodes and 16% of its edges and spans 91 tokens. 
Stochastic block model (SBM) clusters line up with account roles

Keep only the significant flows: about 3% of nodes still carry 
about 55% of the edge weight.

How the backbone is extracted
Multi-scale method of Güell et al. (2017); weights and directions 
are both used.

1 Score each link by its share of the source 
node's outgoing (or the target's incoming) 
transfers

2 Keep links whose score is significant for 
the node's degree: (1 − S)^(k−1) < κ

3 Set κ = 0.001, giving ≤ 3% of nodes and 
≥ 50% of edge weight
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Alameda Research’s Trading Behavior

Network importance
Alameda’s PageRank and CheiRank 
fluctuate strongly, then fall sharply 
after its November 2022 bankruptcy.

Accumulation and dispersal
Alameda often exhibits an opposite 
PCTB pattern to other funds, 
alternating between token 
accumulation and dispersal.

Token-specific behavior
USDC shifts from dispersal toward 
accumulation, while USDT remains 
dispersive. ETH shows sustained 
accumulation after bankruptcy.
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More to Talk About My Work

● Systemic Risks in DeFi Lending Protocols
○ Contagion in Decentralized Lending Protocols: A Case Study of Compound 

https://dl.acm.org/doi/10.1145/3605768.3623544 
○ My talk at EthereumZuri.ch 2025 https://www.youtube.com/watch?v=vFa9ZZd_W5M 
○ Shock Propagation in Decentralized Lending Networks: Evidence from the Compound Protocol 

https://ssrn.com/abstract=5380164 (Coming Soon)

● FairOnChain (November 2023 – July 2026) https://www.faironchain.org/
○ Project collaboration with EPFL, HEG Genève, École Polytechnique, and Imperial College London
○ SoK: Unified Blockchain Data https://hal.science/hal-05185296v1/ 

● Visualization Tools
○ MiningVis (Bitcoin Mining Economy) https://miningvis.fr/ 
○ MoneroVis (Monero Exploration and Traceability) https://monerovis.com/
○ DeFi Lending Risk Analysis Dashboard (Coming Soon)

https://dl.acm.org/doi/10.1145/3605768.3623544
https://www.youtube.com/watch?v=vFa9ZZd_W5M
https://ssrn.com/abstract=5380164
https://www.faironchain.org/
https://hal.science/hal-05185296v1/file/SoK__Unified_Blockchain_Data_Structure.pdf
https://miningvis.fr/
https://monerovis.com/#/
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